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Running example: FOO’92

Introduction

Figure: xkcd - Voting Software
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Running example: FOO’92

FOO’92 Protocol
Setup

A population of voters V1, . . . ,VN .

Each voter Vi has decided his or her vote vi ∈ {0, 1}.
ri (and later bi ) are secret random numbers chosen by voter Vi .

There is an administration A that controls who is a valid voter and
issues the ballots.

There is a counter C who collects all the ballots. C then publishes all
ballots in a random order.

We assume anonymous channels similar to onion routing like TOR,
and write [A]• •B for

A has a secure channel with B, but with respect to a pseudonym of A,
so B does not know A but can send a reply that only A receives.
The intruder cannot observe that A and B have communicated.
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Running example: FOO’92

Cryptographic Primitives

Blind signatures: m is a message and b is a blinding factor

unblind(blind(m,b),b) = blind(m,b)
sign(priv(A),blind(m,b))
unblind(sign(priv(A),blind(m,b)),b) = sign(priv(A),m)

Bit-commitments: v is a message (a vote) and r is a randomization
value

open(commit(v,r),r) = v
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Running example: FOO’92

Protocol Narration

Phase 1

[Vi ] • •A : sign(priv(Vi ), blind(commit(vi , ri ), bi ))

A • • [Vi ] : sign(priv(A), blind(commit(vi , ri ), bi ))

Phase 2

[Vi ] • •C : sign(priv(A), commit(vi , ri ))

C → all : sign(priv(A), commit(vπ(j), rπ(j))) for each j ∈ {1, . . . ,N}
Phase 3

[Vi ] • •C : ri

C → all : rπ(j) for each j ∈ {1, . . . ,N}

Table: Protocol description for FOO’92 in a style of an AnB language
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Running example: FOO’92

The Goals
The Original Goals

From the paper [FOO’92]:

Completeness: All valid votes are counted correctly.

Soudness: The dishonest voter cannot disrupt the voting.

Privacy: All votes must be secret.

Unreusability: No voter can vote twice.

Eligibility: Nothing must affect the voting.

Verifiability: No one can falsify the result of voting.
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Running example: FOO’92

The Goals
Privacy

Figure: ”2015 Election Ballot Counting” by City of Fort Collins, CO

Voting privacy: the number of votes and the result of the election are
finally published. The intruder should not find out more than that about
voters and votes.
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Defining Privacy Goals

Encoding of frames

Definition (φgen(D) and φframe(z))

For a frame z = {|m1 7→ t1, . . . ,ml 7→ tl |} with domain
D = {m1, . . . ,ml}, a unary predicate gen and an interpreted unary
function symbol knz, we define the Herbrand logic formulae:

φgen(D) ≡ ∀r .gen(r) ⇐⇒(
r ∈ D ∨

∨
f n∈Σop

∃r1, . . . , rn. r = f (r1, . . . , rn) ∧ gen(r1) ∧ . . . ∧ gen(rn)
)

φframe(z) ≡ knz[m1] = t1 ∧ . . . ∧ knz[ml ] = tl ∧∧
f n∈Σop

∀r1, . . . , rn : gen. knz[f (r1, . . . , rn)] = f (knz[r1], . . . , knz[rn])
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Defining Privacy Goals

Static equivalence of Frames

Definition (Static Equivalence of Frames)

A common approach is based on formulating pairs of worlds and the goal
that look the same to the intruder, written ∼.

We encode static equivalence of frames in Herbrand Logic:

Definition (φ∼(z1,z2))

Let z1 and z2 be frames with the same domain.

φ∼(z1,z2) ≡ ∀r , s : gen. knz1 [r ] = knz1 [s] ⇐⇒ knz2 [r ] = knz2 [s]
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Defining Privacy Goals

Static Equivalence of Frames
The structural information

The intruder knows the structure of the messages, i.e. the specification of
the protocol is public:

struct = {|m0 7→ pub(A),m1 7→ pub(V1), . . . ,mn 7→ pub(VN),

mN+1 7→ sign(priv(A), commit(v [π[1]], r [π[1]])), . . . ,

m2N 7→ sign(priv(A), commit(v [π[N]], r [π[N]])),

m2N+1 7→ r [π[1]], . . . ,m3N 7→ r [π[N]]|}
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Defining Privacy Goals

Static Equivalence of Frames
The concrete information

The intruder also knows the concrete messages that he observes:

concr = {|m0 7→ pub(A),m1 7→ pub(V1), . . . ,mn 7→ pub(VN),

mN+1 7→ sign(priv(A), commit(θ0(vπ0(1)), rπ0(1))), . . . ,

m2N 7→ sign(priv(A), commit(θ0(vπ0(N)), rπ0(N))),

m2N+1 7→ rπ0(1), . . . ,m3N 7→ rπ0(N)|}
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Alpha-Beta Privacy

Model-Theoretical Alpha-Beta Privacy

We specify two formulae:

α the high-level we deliberately reveal to the intruder/verifier/public

β the technical information like cryptographic messages that are
observable (including α)

Definition (Model-theoretical (α, β)-privacy)

We say that (α, β)-privacy holds (model-theoretically) iff every Σ0-model
of α can be extended to a Σ-model of β. Here a Σ-interpretation I ′ is an
extension of a Σ0-interpretation I if they agree on all variables and all the
interpreted function and relation symbols of Σ0.
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Alpha-Beta Privacy

Example

Formula x1, x2 ∈ {0, 1} ∧ x1 + x2 = 1
What are the models? (values of x1 x2 that makes the formula true).
θ0 = {x1 7→ 0, x2 7→ 1} and θ1 = {x1 7→ 1, x2 7→ 0}.
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Alpha-Beta Privacy

The two visions of the world

θ0 |= α: an interpretation of the vi with {0, 1} that is a model of α,
i.e. the truve vote of every voter

θI |= α: an arbitratry model called an intruder’s hypothesis, i.e. that
maps the vi to {0, 1} so that their sum is R

Thus we can find a permutation ψ : {1, . . . ,N} → {1, . . . ,N} such that
θI (vi ) = θ0(vψ(i)) for all i ∈ {1, . . . ,N}.
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Alpha-Beta Privacy

Example

Given three voters, i.e. N = 3 and the result of the vote is R = 2, the true
result of the vote θ0 = {v1 7→ 1, v2 7→ 1, v3 7→ 0} and the actual
permutation be π0 =

(
1 2 3
1 3 2

)
, the bulletin board is then:

Bulletin board
j 1 2 3

vπ0(j) 1 0 1

Let us consider an intruder’s hypothesis θI = {v1 7→ 0, v2 7→ 1, v3 7→ 1}.
One possible permutation ψ is then ψ =

(
1 2 3
3 1 2

)
. Then πI =

(
1 2 3
2 1 3

)
.
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Alpha-Beta Privacy

Message-Analysis Problem

Definition (Message-analysis problem)

Let α be combinatoric, struct and concr be two frames with domain D.
We say that β is a message-analysis problem if
β ≡ MsgAna(D, α, struct, concr) with:

MsgAna(D, α, struct, concr) ≡ α ∧ φgen(D) ∧ φframe(struct)

∧ φframe(concr) ∧ φ∼(struct, concr)

Sébastien Gondron and Sebastian A. Mödersheim (DTU)Formalizing and Proving Privacy Properties of Voting Protocols using Alpha-Beta PrivacyMai 23, 2019 17 / 30



FOO’92 in Alpha-Beta Privacy

The goals encoded in Alpha-Beta Privacy

α ≡ v1 ∈ {0, 1} ∧ . . . ∧ vN ∈ {0, 1} ∧
N∑
i=1

vi = R , (1)

β ≡
N∧
i=1

(
v [i ] = vi ∧ r [i ] = ri

)
∧MsgAna(D, α, struct, concr) (2)
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FOO’92 in Alpha-Beta Privacy

Defining the interpretation

We have to define an interpretation for the voting, commitment and the
permutation functions:

Definition (A model of the functions)

Let I map v to the function I(v) : A→ A, r to the function I(r) : A→ A
and π to the function I(π) : A→ A:

I(v)(JtK≈) = JθI (vt)K≈ if t ∈ J{1, . . . ,N}K≈
I(r)(JtK≈) = Jrψ(t)K≈ if t ∈ J{1, . . . ,N}K≈
I(π)(JtK≈) = JπI (t)K≈ if t ∈ J{1, . . . ,N}K≈
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FOO’92 in Alpha-Beta Privacy

Defining the interpretation

We also have to define an interpretation for the symbols gen, struct and
concr. They are independent from the considered protocol:

Definition (A model of gen, struct and concr)

Let D be the domain of the considered frames. Then we define

I(gen) = {JtK≈ | t ∈ TΣop∪D}
I(struct)(JtK≈) = I(struct{|t|}) for all t ∈ TΣf

I(concr)(JtK≈) = I(concr{|t|}) for all t ∈ TΣf
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FOO’92 in Alpha-Beta Privacy

Canonic construction

The previous definition gives rise to “canonical” construction independent
of the considered protocol:

Lemma

I |= φframe(struct) and I |= φframe(concr).

Lemma

If I(struct) = I(concr) then I |= φ∼(struct, concr).
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FOO’92 in Alpha-Beta Privacy

Voting Privacy

Theorem

Voting privacy holds in the last state of the simplified FOO’92.

Idea of the proof:

We already proved that I |= φframe(struct) and I |= φframe(concr)

We have to prove that I(struct) = I(concr)
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FOO’92 in Alpha-Beta Privacy

Proof Sketch

I(v [π[i ]]) = I(v)(I(π)(JiK≈)) = I(v)(JπI (i)K≈) = I(v)(J(ψ−1 ◦ π0)(i)K≈)

= JθI (vψ−1(π0(i)))K≈ = Jθ0(vπ0(i))K≈
I(r [π[i ]]) = I(r)(I(π)(JiK≈)) = I(r)(JπI (i)K≈) = I(r)(J(ψ−1 ◦ π0)(i)K≈)

= Jr(ψ◦ψ−1◦π0)(i)K≈ = Jrπ0(i)K≈.
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Stronger Privacy Properties

Receipt-freeness
Definition

Receipt-freeness: no voter has a way to prove how they voted. This can
be indirectly expressed by saying: for everything that could have happened
according to a voting privacy scenario, the voter can make up a consistant
“story”.
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Stronger Privacy Properties

Receipt-freeness
Setup

We introduce a particular voter: Dan.

The question is whether Dan can prove to the intuder how he voted
by a kind of “receipt”.

FOO’92 is not receipt-free. . .

. . . but it is in our simplified protocol, i.e. the intruder cannot see the
exchanges between the voters and the administrator.
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Stronger Privacy Properties

Receipt-freeness
Dan’s knowledge

Dan’s knowledge: concrDan and structDan over domain
DDan = {d1, . . . , dl}.
The idea is that what Dan can lie about is concrDan.

structDan = {|d0 7→ pub(A), d1 7→ pub(V1), . . . , dn 7→ pub(VN),

dN+1 7→ sign(priv(A), commit(v [π[1]], r [π[1]])), . . . ,

d2N 7→ sign(priv(A), commit(v [π[N]], r [π[N]])),

d2N+1 7→ r [π[1]], . . . , d3N 7→ r [π[N]], d3N+1 7→ priv(Dan), d3N+2 7→ v [1],

d3N+3 7→ r [1], d3N+4 7→ b1|}
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Stronger Privacy Properties

The Axiom of Lying

φlie(struct, concr, structDan, concrDan) ≡
struct[d1] = structDan[d1] ∧ · · · ∧ struct[dl ] = structDan[dl ]

∧ ∃s1, . . . , sl : genDDan
.(concr[d1] = concrDan[d1] ∧ · · · ∧ concr[dl ] = concrDan[sl ])

Definition (Receipt-freeness problem)

RcpFree(D,DDan, α, struct, concr, structDan, concrDan)

≡ φgenDDan
(DDan) ∧ φframe(structDan) ∧ φframe(concrDan)

∧MsgAna(D ∪ DDan, α, struct, concr)

∧ φlie(struct, concr, structDan, concrDan)
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Stronger Privacy Properties

Receipt-freeness
The lying strategy

Dan can choose any vote on the bulletin board consistant with the
intruder’s hypothesis!

s3N+2 = open(retrieve(dN+ψ(1)), d2N+ψ(1)) and s3N+3 = d2N+ψ(1)
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Stronger Privacy Properties

Coercion-resistance

Coercion-resistance: no voter has a way to prove how they voted even
when the intruder can additionally require some values to be used in
advance. In other word, for everything that could have happened
according to a voting privacy scenario, the voter can make up a consistent
“story” even though the intruder has fixed part of the “story”.
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Conclusion

Conclusion

Privacy goals are more subtle than standard secrecy!

Relatively complicated notions like (observational) equivalence.
Both hard for the modeler and automated tools.

α-β-privacy as an new way to specify more declaratively:

what high-level information α we publish (or reveal to an intruder)
and what low-level/cryptographic information β can be observed.

Privacy as a reachability problem: can we reach a state where β
allows for an interesting derivation that α does not imply?

Sébastien Gondron and Sebastian A. Mödersheim (DTU)Formalizing and Proving Privacy Properties of Voting Protocols using Alpha-Beta PrivacyMai 23, 2019 30 / 30


	Running example: FOO'92
	Defining Privacy Goals
	Alpha-Beta Privacy
	FOO'92 in Alpha-Beta Privacy
	Stronger Privacy Properties
	Conclusion

